COMPREHENSIVE GUIDETO IP
ADDRESSING: FROM IPV4 TO IPV6

Explore the evolution of IP addressing from IPv4 to IPv6, understanding
the significance, differences, and future implications for internet
connectivity.
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Introduction to IP Addressing

The Internet operates using a system known as the Internet Protocol (IP). Every device that connects to a
network is assigned an |IP address, which is essential for identifying and facilitating communication between

these devices. There are two primary versions of IP: IPv4 (Internet Protocol Version 4) and IPv6 (Internet
Protocol Version 6).



Understanding IPv4 Addressing

IPv4 is the older version of the Internet Protocol that is still in widespread use. It employs a 32-bit address, allowing for nearly 4.3
billion unique IP addresses. Due to the rapid expansion of the Internet and the number of connected devices, the availability of these
addresses is dwindling.



Structure of an IPv4 Address

An IPv4 address consists of 32 bits, organized into four octets, with each octet having a maximum value of
255. For example, in the IP address 192.168.1.1, each number represents an octet that falls within the

defined range.



Converting IPv4 to Binary

1 2 3 4

Convert 192 Convert 168 Convert 1 Convert 1 Again
The first octet 192 converts to The second octet 168 converts to The third octet 1 converts to The fourth octet, also 1, again

binary as 11000000. binary as 10101000. binary as 00000001. converts to binary as 00000001.
Class Address Range Default Subnet Mask Use Case

A 1.0.0.0 - 126.255.255.2535 255.0.0.0 (/8) Large networks

B 128.0.0.0 - 191.255.253.255 255.255.0.0 (/16) Medium-sized networks

C 192.0.0.0 - 223.255.255.255 255.255.253.0 (/24) Small networks

D 224.0.0.0 - 239.255.253.255 N/A Multicasting

E 240.0.0.0 - 255.255.255.255 N/A Experimental




Components of an IPv4 Address

Network Address Host Address Broadcast Address
Identifies the network as a whole and is shared Uniquely identifies a specific device within the Used to send data to all devices in a subnet;
among all devices within that network. network. cannot have all bits as O's or 1's.
IP Address Subnet Mask Representation
192.168.1.10 2335.255.255.0(/24) N.N.NH

172.16.5.200 255.255.0.0 (/16) NNHH

10.1.1.25 255.0.0.0 (/8) NHHH




IPv4 Analogy: Street and House Number

IPv4 addressing can be understood through the analogy of a street and house number system. The street
name represents the network address, while the house number signifies the unique device located on that
street. The broadcast address is akin to shouting to all houses on that street.



IPv4 Address Classes

Class A Class B Class C Class D Class E
Address Range: 1.0.0.0 - Address Range: 128.0.0.0 Address Range: 192.0.0.0 Address Range: 224.0.0.0 Address Range: 240.0.0.0
126.255.255.255; Default -191.255.255.255; Default - 223.255.255.255; Default ~239.255.255:255; N6t ~255.255.255.255;
Subnet Mask: 255.0.0.0; Subnet Mask: 255.255.0.0; Subnet Mask: applicable for basic use; Reserved for experimental
Used for large networks. Ideal for medium-sized 255.255.255.0; Suited for used for multicasting. use.

networks. small networks.
Class Address Range Default Subnet Mask Use Case
A 1.0.0.0 - 126.255.255.255 235.0.0.0 (/8) Large networks
B 128.0.0.0 - 191.255.255.255 255.235.0.0 (/16) Medium-sized networks
C 192.0.0.0 - 223.255.253.255 255.255.253.0 (/24) Small networks
D 224.0.0.0 - 239.255.253.253 N/A Multicasting
E 240.0.0.0 - 255.255.253.233 N/A Experimental




Classful vs. Classless IP Addressing

Classless IP Addressing
Allows flexible subnetting with variable-length subnet
masks, optimizing IP address allocation and reducing
waste.

Classful IP Addressing
Uses fixed classes (A, B, C, D, E) with set subnet masks,
leading to inefficient IP address usage.

Example of Classful vs. Classless Addressing

Classful Example' 192.168.1.0/ 74 (Default subnet mask: 2 5.255.255.0)
55.255.255.192,

. allowing

[ ]
more subnets but fe“-er hosts per subnet)



Subnet Masking

A subnet mask determines the boundary between the network and host portions of an IP address. Common

default subnet masks are associated with different IP classes. For instance, a Class C subnet mask is
255.255.255.0.

A subnet mask determines the boundary between the network and host portions of an IP address.

» A subnet mask is always 32 bits long.
» Network bits are represented as 1s, while host bits are represented as 0s.

Default Subnet Masks

Class||Default Subnet Mask
A 255.0.0.0 (/8)

B 255.255.0.0 (/16)

C 255.255.255.0 (/24)




Loopback Address

1 2

IPv4 Loopback Address IPv6 Loopback Address
127.0.0.1 is the IPv4 loopback address used to test .1 is the IPv6 equivalent of the loopback address,
network interfaces and ensure TCP/IP functionality. facilitating internal communication for IPv6é protocols.



Private IP Address Ranges

Class A Class B Class C
Reserved range from 10.0.0.0 to Reserved range from 172.16.0.0 to Reserved range from 192.168.0.0 to
10.255.255.255 for private networks. 172.31.255.255 for private networks. 192.168.255.255 for private networks.

Private IP Address Ranges

Certain [P ranges are reserved for private networks and cannot be routed on the public internet:

e Class A:10.0.0.0-10.255.255.255
e ClassB:172.16.0.0-172.31.255.255
e Class C: 192.168.0.0 - 192.168.255.255



Default Gateway Definition

A default gateway acts as a router, facilitating communication from a local network to outside networks. For
example, if a PC has an IP address of 192.168.1.10, its default gateway might be 192.168.1.1, which is the IP
address of the router.

Example:
o PC’s IP Address: 192.168.1.10
o Subnet Mask: 255.255.255.0
o Default Gateway: 192.168.1.1 (Router's IP Address)



Introduction to IPv6 Addressing

IPv6 is the updated version of the Internet Protocol, designed to eventually replace IPv4. It utilizes a 128-
bit address which offers an enormous number of unique IP addresses, far exceeding those offered by
IPv4.

Feature || IPv4 || IPv6
Address Length _[32-bit 1128-bit
Address Format _[Decimal (e.g.. 192.168.1.1) [Hexadecimal (e.g., 2001:db8::1)
Number of &g ~340 undecillion (practically
Addresses PR siabie i)

Benefits of IPv6

Larger Address Space: Provides enough addresses for everv device.

Improved Security: Includes encryption and authentication as part of the protocol.
Better Performance: Reduces network congestion and simplifies routing.
Auto-Configuration: Devices can automatically configure their own addresses.
Efficient Packet Handling: Removes unnecessary fields from the header, making
processing faster.



Structure of an IPv6 Address

An IPv6 address consists of 128 bits and is divided into eight groups of 16-bit hexadecimal numbers. For
instance, an example address is 2001:0db8:85a3:0000:0000:8a2e:0370:7334.

IPv6 Address Types and First 16 Bits

The following table provides the types of IPv6 addresses along with their corresponding first 16
bits in hexadecimal notation:

IPv6 Address Type First 16 Bits (Hex)

Global Unicast 2000::/3

Link-Local FE80:-/10

Multicast FFQOQ:-/8

Unique Local FCQQ:-/7

Loopback =1

Unspecified =

Anvycast (Uses Global Unicast Range)




IPv6 Binary Representation

The binary representation of a portion of an IPv6 address, for example,
the first 16 bits of 2001, is 00710 0000 0000 0001. This highlights how
IPv6 addresses can also be displayed in binary format.



Transition from IPv4 to IPv6

As IPv6 is not universally implemented yet, both IPv4 and IPv6 often coexist in networks. There are various

methods to facilitate this transition, including Dual Stack, Tunneling, and NAT64.

1. Dual Stack: Devices run both [Pv4 and [Pv6 simultaneously.

2. Tunneling: [Pv6 packets are encapsulated inside IPv4 packets for transport over an IPv4
network.
3. Translation (NAT64): Converts [Pv6 packets into [Pv4 packets.



Conclusion: Understanding IP Addressing

Grasping the concepts of both IPv4 and IPv6 is essential for effective network
design and management. Although IPv4 remains prevalent, the adoption of IPvé6 is

increasing due to its scalability and enhanced features. Networking professionals

must be adept in both protocols for proficient network administration.





